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1
Decision/action requested

This paper describes the Ericsson preferred solution on using single NAS keys for UE multiple registrations over two NAS connections established with the same AMF.
2
References
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3
Rationale

There are two cases where the UE can be multiple registered in different PLMN’s or in the same PLMN:

1. The UE is registered in one PLMN over a certain type of access (e.g. 3GPP) and is registered to another PLMN over the other type of access (e.g. non-3GPP). 
2. The UE is registered twice in the same AMF in the same PLMN over both 3GPP and non-3GPP accesses. 
The UE will establish two NAS connections with the network in both cases.

It is proposed that:

· In the first case (1), the UE would independently maintain and use two different 5G security contexts, one per PLMN. 
· In the second case (2), the UE should maintain and use only one 5G security context for these two NAS connections over 3GPP access and non-3GPP access. The NAS keys derived from Kamf in this 5G security context are common to 3GPP access and non-3GPP case. Each NAS connection should in this case be allocated a dedicated pair of NAS COUNTs and a unique NAS CONNECTION ID. Cryptographic separation is realized by the NAS CONNECTION ID parameter used when forming the COUNT input to the NAS protection algorithms. 
The 5G security context will in this case consist of the KAMF, the associated key set identifier, two NAS CONNECTION ID’s and two pair of NAS COUNT’s (one pair for each NAS CONNECTION ID).
· The 5G security context consits of the 5G NAS security context and the 5G AS security context for 3GPP access, similar as in EPC/LTE, but as the NAS signalling in 5G can take place over two different accesses (3GPP access and non-3GPP access), there is a need to define a new 5G AS security context for non-3GPP access. This is proposed in clause 3.1 in this pCR below.
4
Detailed proposal

It is proposed to approve this pCR to TS 33.501 [1]. 
***
BEGIN CHANGES
***

3
Definitions, symbols and abbreviations

Editor's Note: Delete from the above heading those words which are not applicable. Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Subscription Identifier De-concealing Function: A function located in the home network that is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The one-time use subscription identifier, which contains the concealed subscription identifier (e.g., MSIN), and the cleartext home network identifiers (e.g., MCC and MNC). The Subscription Concealed Identifier (SUCI) is used to privacy protect the SUPI.
UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
example: text used to clarify abstract rules by applying them literally.
Activation of security context: the process of taking into use a security context. 

Current 5G security context: The security context which has been activated most recently. Note that a current 5G security context originating from either a mapped or native 5G security context may exist simultaneously with a native non-current 5G security context.

5G security context: A state that is established locally at the UE and a serving network domain. At both ends "5G security context data" is stored, that consists of the 5G NAS security context, and the 5G AS security context for 3GPP access and/or the 5G AS security context for non-3GPP access.
NOTE 1:
An 5G security context has type "mapped", "full native" or "partial native". Its state can either be "current" or "non-current". A context can be of one type only and be in one state at a time. The state of a particular context type can change over time. A partial native context can be transformed into a full native. No other type transformations are possible.  

5G AS security context for 3GPP access: the cryptographic keys at AS level with their identifiers, the Next Hop parameter NH, the Next Hop Chaining Counter parameter NCC used for next hop access key derivation, the identifiers of the selected AS level cryptographic algorithms, counters used for replay protection. Note that the 5G AS security context only exists when cryptographically protected radio bearers are established and is otherwise void.

NOTE 2: NH and NCC need to be stored also at the AMF during connected mode.

5G AS security context for non-3GPP access: 
Editor’s note: The content of 5G AS security context for non-3GPP access is ffs.

5G NAS security context: This context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. In particular, separate pairs of NAS COUNT values are used for each 5G NAS security contexts, respectively. The distinction between native and mapped 5G security contexts also applies to 5G NAS security contexts. The 5G NAS security context is called "full" if it additionally contains the keys KNASint and KNASenc and the identifiers of the selected NAS integrity and encryption algorithms.

Full native 5G security context: A native 5G security context for which the 5G NAS security context is full according to the above definition. A full native 5G security context is either in state "current" or state "non-current".

Native 5G security context: An 5G security context whose KAMF was created by a run of primary authentication. 

Non-current 5G security context: A native 5G security context that is not the current one. A non-current 5G security context may be stored along with a current 5G security context in the UE and the AMF. A non-current 5G security context does not contain an 5G AS security context. A non-current 5G security context is either of type "full native" or of type "partial native". 

Partial native 5G security context: A partial native 5G security context consists of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values, which are initially set to zero before the first NAS SMC procedure for this security context. If the 5G security context is used over two NAS connections in the same AMF, then it also consists of two NAS CONNECTION ID’s and two pair of NAS COUNT’s (one pair for each NAS CONNECTION ID) instead of one pair of NAS COUNT’s. A partial native 5G security context is created by an primary authentication, for which no corresponding successful NAS SMC has been run. A partial native context is always in state "non-current".

***
NEXT CHANGE
***

6.3

Security contexts

6.3.1
General

Editor's Note: 33.401 contains an elaborate set of definitions of different levels of security contexts. These definitions may be further explained here. If the definitions in clause 3 are sufficient, this subclause may be quite short.  

6.3.2
Handling security contexts within the serving network 

Editor's Note: The content of this clause is meant to correspond to 33.401, clause 6.4, which is about handling security contexts at certain events like removal of the UICC, new authentication, state transitions, and about the respective roles of ME and UICC in handling security contexts.

6.3.3
Distribution of security contexts 

Editor's Note: The content of this clause is meant to correspond to 33.401, clauses 6.1.4, 6.1.5, 6.1.6, which are about distributing security contexts in and between security domains.

6.3.x
Multiple registrations in different PLMN’s or in same PLMN

There are two cases where the UE can be multiple registered in different PLMN’s or in the same PLMN. The first case is when the UE is registered in one PLMN over a certain type of access (e.g. 3GPP) and is registered to another PLMN over the other type of access (e.g. non-3GPP). The second case is where the UE is registered in the same AMF in the same PLMN over both 3GPP and non-3GPP accesses. The UE will establish two NAS connections with the network in both cases.
6.3.x.1
Multiple registrations in different PLMNs

The UE shall independently maintain and use two different 5G security contexts, one per PLMN. Each security context shall be established separately via a successful primary authentication procedure with the target PLMN. 

6.3.x.2
Multiple registrations in the same PLMN

The UE shall maintain and use one 5G security context established via a successful primary authentication procedure with the target PLMN. The UE shall use this one 5G security context when the UE registers over both 3GPP and non-3GPP accesses in the same target PLMN. 
***
NEXT CHANGE
***

Note to rapporteur: All this text is new
6.6.2
Security for multiple NAS connections
Editor’s Note: This is clause is intended to clarify how multiple NAS connections are secured in cases where the UE is simultaneously registered to different PLMN or the same PLMN over different AN types. 
There are two cases where the UE can have multiple active NAS connections as described in clause 6.3.x. 

6.6.2.1
Multiple active NAS connections in different PLMNs

When the UE is registered in one PLMN over a certain type of access (e.g. 3GPP) and is registered to another PLMN over the other type of access (e.g. non-3GPP), then the UE has two active NAS connections with different AMF’s in different PLMNs. As described in clause 6.3.x.1, the UE shall independently maintain and use two different 5G security contexts, one per PLMN. Each 5G security context shall be established separately via a successful primary authentication procedure with the target PLMN. All the NAS and AS security mechanisms defined for single registration mode are applicable independently on each access using the corresponding 5G security context.

6.6.2.2
Multiple active NAS connections in the same PLMN

When the UE is registered in the same AMF in the same PLMN but over both 3GPP and non-3GPP accesses, then the UE has two active NAS connections with the same AMF. As described in 6.3.x.2, the UE shall maintain and use only one 5G security context for these two NAS connections over 3GPP access and non-3GPP access. 
NOTE: According to TS 23.501, if the UE is performing registration over one access and intends to perform registration over the other access in the same PLMN, the UE shall not initiate the registration over the other access until the registration procedure over first access is completed.
This one 5G security context is established via a successful primary authentication procedure with the target PLMN over either 3GPP or non-3GPP access. 

The NAS keys derived from Kamf in this 5G security context are common to 3GPP access and non-3GPP case. Each NAS connection shall in this case be allocated a dedicated pair of NAS COUNTs. A 5G NAS security context is taken into use over both accesses via a successful NAS SMC procedure.

Editor’s Note: It is FFS whether one NAS SMC procedure or multiple are required in order to activate NAS security on each access. 

Cryptographic separation is realized by the NAS CONNECTION ID parameter used when forming the COUNT input to the NAS protection algorithms as described in clause 6.6.3.1 and 6.6.4.1. 

Editor’s Note: It is FFS whether the NAS CONNECTION ID is static, i.e. fixed value for each access, or dynamic. 
The 5G security context will in this case consist of the KAMF, the associated key set identifier, two NAS CONNECTION ID’s and two pair of NAS COUNT’s (one pair for each NAS CONNECTION ID).

***
END OF CHANGES
***
